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Money Laundering and Proceeds of Crime Regulations
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MONEY LAUNDERING AND PROCEEDS OF CRIME
REGULATIONS 2010

MONEY LAUNDERING AND PROCEEDS OF CRIME ACT 2000

IN EXERCI SE of the powers contained in section 80 of the Money laundering
and Proceeds of Crime Act 2000, the Attorney General, with the consent of
Cabinet, makes the following regulations -

PART I - PRELIMINARY

1 Short Title

These Regulations may be cited as the Money Lainglend Proceeds of Crime
Regulations 2010.

2 Interpretation
For the purposes of these Regulations:

“CDD” means Risk-Based Customer Due Diligence, andided:

(@) identification of customers, including beneficiakmers of the formal
customer;

(b) gathering of information on customers to creatasiamer profile;

(c) application of acceptance policies to new customers

(d) maintenance of customer information on an ongoagis)

(e) monitoring of customer transactions; and

(f)  rules on wire transfers and correspondent banking.

“FATF 40" means the Financial Action Task Force RecommeodatO;
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Money Laundering and Proceeds of Crime Regulations
2010

“FATF 9" means the Financial Action Task Force SpecialdR@nendation
9;

“Act” means the Money Laundering and Proceeds of Crwie2000, as
amended,;

“Attorney-General” means the Attorney-General appointed pursuarthéo
Constitution of the Kingdom of Tonga,;

“batch transfers’ means a transfer comprised of a number of indiaidvire
transfers that are being sent to the same finamsttutions, but may not be
ultimately intended for different persons;

“control” means:

(a) the power, directly or indirectly, to direcetinanagement or policies of
a financial institution or cash dealer; or

(b) to vote 10% or more of any class of voting skaof a financial
institution or cash dealer;

“cross-border transfer” means any wire transfer where the originator and
beneficiary institutions are located in differentigdictions. This also refers
to any chain of wire transfers that has at least@nss-border element;

“domestic transfer” means any transfer where the originator and beiaey
institutions are located in the same jurisdictiohhis refers to any chain of
wire transfers that takes place entirely within therders of a single
jurisdiction, even though the system used to effeetwire transfer may be
located in another jurisdiction;

“identify” means to ascertain the full name, address, raitgnoccupation,
business or principal activity;

“ingtitution affiliated party” means any director, officer, employee or person
who:

(@) owns or controls a financial institution or lcakealer; or

(b) participates in the conduct of the affairs dinancial institution or cash
dealer;

“intermediary” means a person relied on by a financial institutor cash
dealer to perform some of the elements of the C&zgss or to introduce
business to the financial institution or cash deale

“legal arrangement” refers to express trusts or other similar arrangets;

“legal persons’ refers to bodies corporate, foundations, partnipss or
associations, or any similar bodies that can estalal permanent customer
relationship with a financial institution or othés& own property;

“politically exposed person” means any person who is or has been entrusted
with a prominent public function in a foreign comntincluding, but not
limited to Heads of State or of government, serpmiiticians, senior
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government, judicial or military officials, seni@xecutives of state-owned
companies, and important political party officialBamily members and close
associates who have business relationships witlh fersons are also
included herein;

“regulated institution” means a financial institution or cash dealer efsned
in the Act; and

“wiretransfers’ means any transaction carried out on behalf obrdginator
person (both natural and legal) through a finanmiatitution by electronic
means with a view to making an amount of moneylabkd to a beneficiary
person at another financial institution. The ar&dor and beneficiary may be
the same person.

3 Policies and Practices

(1)

(2)

Financial institutions shall adopt and implemngaolicies and practices to deter
and prevent money laundering and terrorist finagnainaccordance with these
Regulations.

Policies and practices under sub-regulatiorsiig)l include:

(a) CDD;

(b) record-keeping and retention;

(c) reporting of suspicious transactions to the n¥aztion Reporting
Authority; and

(d) internal procedures, policies, and controletsure compliance with
these Regulations.

4 Extraterritorial Application

(1)

(2)

Financial institutions shall ensure that thguieements of these Regulations
are also applied by their branches and subsididoested outside of the
Kingdom.

Any local prohibition on the application of #eeRegulations to such branches
or subsidiaries shall be reported to the Transadieporting Authority.

PART Il - RISK BASED CUSTOMER DUE DILIGENCE

5 Application of CDD

CDD shall be applied on a risk basis, which shatlude enhanced CDD for higher
risk customers and simplified CDD for lower riskstomers.
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Regulation 6 2010
6 Identification of Customers
(1) For the purposes of this Regulation “customensfude persons who are, or

(2)

®3)

(4)

()

(6)

()

who seek to be:
(@) in a business relationship;

(b) engaged in one or more occasional transactidre the total value of
the transactions equals or exceeds $10,000;

(c) carrying out wire transfers as provided in Ratian 17; and

(d) engaged in any business or transaction in asitamce where there is a
suspicion that the person is involved in money tiuimg or terrorist
financing with the financial institution.

Financial institutions shall not keep anonymacounts or accounts in
obviously fictitious names.

Financial institutions shall ensure that theyow the true identity of their
customers.

In order to ensure proper customer identificgtthe financial institution shall
identify and verify the identity of the customeraaiy time that:

(a) the person applies for a business relationship;

(b) the person seeks to engage in a thresholdiocehsransaction;
(c) the person seeks to carry out a wire transfer;

(d) the person engages in a suspicious activity; an

(e) where doubts have arisen as to the veracigdequacy of previously
obtained identification data on the person.

For customers who are physical persons, trenéial institution shall verify
identity required using reliable, independent seudocuments, data, or
information as provided in the Schedule to thesguRgions.

For customers who are legal persons or legangements, the financial
institution shall obtain and verify:

(@) the customer’s name and legal form, includiggobtaining proof of
incorporation or similar evidence of establishmamexistence;

(b) the names and addresses of members of thenwerssocontrolling
body;

(c) legal provisions that set out the power to hilmelcustomer;

(d) legal provisions that authorise persons tooadbehalf of the customer;
and

(e) the identity of the physical person purportiogact on behalf of the
customer, using source documents as provided ineguiation (4).

Legible file copies shall be made of the retavdentification.
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7 Beneficial Owner

(1)

(2)

3)

(4)

()

(6)

(7)

For the purposes of this regulation “family meri' includes brothers and
sisters, whether by the whole or half blood, sppaseestors, and lineal
descendants.

The financial institution shall take reasonable

(@) measures to determine if a customer is actingatalf of one or more
beneficial owners; and

(b) steps to verify the identity of the benefic@hner by using relevant
information or data obtained from a reliable sousteh that the
financial institution is satisfied that it knows ethidentity of the

beneficial owner.

For life and other investment-linked insurantiee beneficiary under the
policy shall be identified and verified.

(@) No further identification is necessary, foublic companies or other
legal persons or legal arrangements quoted on@raage regulated by
law, and certain non-resident public companies estibfo adequate
regulatory disclosure requirements and quoted doreign exchange
approved for this purpose by the Transaction Rempruthority that
is subject to adequate supervision in a jurisdicthmat is implementing
effectively the FATF 40 and FATF 9.

(b) In determining if there has been effective iempéntation in the
jurisdiction, financial institutions shall take @t account the
information available on whether these countriesqadtely apply the
FATF 40 and FATF 9, including by examining the nrdp@nd reviews
prepared by the Financial Action Task Force, Irdéomal Monetary

Fund, and World Bank publications.

For other customers that are legal personegal larrangements, the financial
institution shall take reasonable measures to staled the ownership and
control structure of the customer, including thém#te natural person who
owns or controls a legal person, including natpexisons with a controlling

interest as described in this regulation.

With respect to companies, limited partnershigs similar arrangements,

identification shall be made of each natural petbait

(@) owns, directly or indirectly, 25 percent or moffettte vote or value of
an equity interest; and

(b) exercises management of the company, limited pasftige or similar
arrangement.

With respect to a trust or similar arrangemeidsntification shall be made of
the settlor, trustee, and beneficiary whose veisitedest is 10 percent or more
of the value of the trust corpus.
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(8)
9)

Identification of other natural persons is remuired.

In determining indirect ownership of equityergsts -

(a) an equity interest held by a company, limitedtqership, or similar
arrangement and by a trust shall be considered esrsg bowned
proportionately by its shareholders, partners, ested beneficiaries;
and

(b) an equity interest held by a family member khalconsidered as also
being owned, in its entirety, by each family member

(10) Legible copies shall be made and retainetiefélevant information.

Delayed Verification

(1)

)

©3)

(@) Financial institutions may apply to the Agaction Reporting Authority
for authorisation to delay completion of the custonidentification
process in Regulations 6 and 7.

(b) Permission may be granted by the TransactiopoRi@g Authority
only if the financial institution presents a proasel that complies with
these Regulations.

Financial institutions may delay verificatiomly if verification occurs as
soon afterwards as reasonably practical, the d&dayessential to not
interrupting the normal course of business, andntiomey laundering and
terrorist financing risks are effectively managed.

Procedures to manage risk concerning delaystbeer identification shall
include a set of measures such as a limitatiomefumber, types or amount
of transactions that can be performed to enhanee rttonitoring of
transactions under Part IV of these Regulations.

Establishment of Customer Profile

(1)

(2)

A financial institution shall create a profifer each customer of sufficient
detail to enable it to implement the CDD requiretsef these Regulations.

The customer profile shall be based upon gefiic knowledge of the
customer, including the customer’s proposed busingidh the financial
institution, and where necessary the source obouest funds.

Reliance on Intermediaries

(1)

(@) Financial institutions may apply to the Agaction Reporting Authority
for authorisation to rely on intermediaries suchtrast or company
service providers to perform the duties in Regatati6 and 7.
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(2)

3)

(4)

(5)

(6)

(b) Permission may be granted by the TransactiopoRi@g Authority
only if the financial institution presents a plahimternal policies and
practices that comply with these Regulations.

Financial institutions may rely upon interneiks that are also financial
institutions.

(@) Financial institutions may rely upon nosident intermediaries if the
financial institution is satisfied that the thirdarpy is adequately
regulated and supervised and has measures intplaoenply with the
CDD requirements in these Regulations.

(b)  This requirement will be satisfied if the nasident intermediary is
subject to money laundering and terrorist finangolicies comparable
with the FATF 40 and FATF 9, is subject to licemsand supervision
to enforce those policies, has not been subjectartg material
disciplinary action that calls into question itseention of those
policies, and is located in a jurisdiction thaingplementing effectively
the FATF 40 and FATF 9.

(¢) In making this determination, financial institns shall take into
account the information available on applicatiord aadequacy of
implementation of the FATF 40 and FATF 9 to entitia individual
countries.

(@) In each instance of reliance on interméeiarthe financial institution
shall immediately obtain from the third party tiformation required
in Regulations 6 and 7.

(b) While it is not necessary to obtain copies efated documents,
financial institutions shall take adequate stepsatisfy themselves that
copies of identification data and other relevantutoentation relating
to the information obtained under sub-regulatioh \8ll be made
available without delay.

Financial institutions may not rely upon intemharies identified by the
Transaction Reporting Authority as non-complyinghwihe FATF 40 and
FATF 9, or intermediaries for whom the financiastitution has independent
credible reason to believe are not complying whin EATF 40 and FATF 9.

(@) The ultimate responsibility for implemembat of the customer due
diligence requirements of this Regulation remairnthwhe financial
institution.

(b) Compliance will be assumed if the financialtitogion adequately

executes the Transaction Reporting Authority apgdopian of internal
policies and practices that comply with this Retiata
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11  Acceptance of New Customers

(1) Financial institutions shall not accept as oosrs those persons whose
identity and beneficial owner as required in Regoies 6, 7 and 8 cannot be
assured or for whom sufficient information to foentustomer profile cannot
be gathered and in such cases financial institsitgmall determine if they
shall file a suspicious transaction report as giediin Part IV.

(2) It is important that the policy on acceptandenew customers is not so
restrictive that it results in a denial of accegshe general public to financial
services, especially for people who are financialigocially disadvantaged.

12  Customer Information

(1) Financial institutions shall gather and maimtaustomer information on an
ongoing basis.
(2) Documents, data, or information collected untter CDD process shall be

kept up to date and relevant by taking reviews xisteng records at
appropriate times.

13  Monitoring of Customer Transactions
(1) Financial institutions shall monitor ongoingstemer transactions.

(2) Monitoring shall include the scrutiny of custentiransactions to ensure that
they are being conducted according to the finangitution’s knowledge of
the customer and the customer profile and, wheoessary, the source of
funds, and may include predetermined limits on amhai transactions and
type of transactions.

(3) Financial institutions shall:

(@) pay special attention to all complex, unuswabe transactions, or
unusual pattern of transactions that have no @stisbnomic or lawful
purpose;

(b) examine as far as possible the background amgope of such
transactions and set forth their findings in wigtin

(c) keep such findings available for examination the Transaction
Reporting Authority, auditors, and any other corapétuthorities, for
a minimum of five years; and

(d) in such cases, determine if they shall filaigpscious transaction report
as provided in Part IV.
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14

Termination of Customer Relationship

If the financial institution is unable to complytvithe CDD required for a customer
it shall terminate the customer relationship anmeine if it shall file a suspicious
transaction report as provided in Part IV.

15 Enhanced CDD
(1) Financial institutions shall apply enhanced Cidbcustomers that are likely
to pose a higher risk of money laundering or téstoiinancing including
politically exposed persons.
(2) Enhanced CDD shall:
(@) include reasonable measures to establish thecesoof wealth and
source of funds of customers; and
(b) be applied to higher risk customers at eaalpestd the CDD process.
(3) No higher risk customer shall be accepted asistomer unless a senior
member of the financial institution’s managemers hgreed.
16  Simplified CDD
(1) (a) Financial institutions may apply to the isaction Reporting Authority
for authorisation to apply a simplified customereduliligence
procedure.
(b)  Permission will be granted by the Transactiepétting Authority only
if the financial institution presents a procedurattcomplies with this
Regulation.
(2) The general rule is that customers shall bgestulto the full range of
customer due diligence measures as provided irRénigilation.
(3) In certain circumstances where—
(@) the risk of money laundering or terrorist fineng is lower;
(b) information on the identity of the customer dhd beneficial owner of
a customer is publicly available; or
(c) adequate checks and controls exist elsewheratianal systems;
simplified measures may be employed.
17  Wire Transfers
(1) Financial institutions shall ensure, that fbrvre transfers, ordering persons
obtain and maintain full originator information artd verify that the
information is accurate and meaningful.
(2)  Full originator information includes:
Kingdom of Page 13
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®3)

(4)

®)

(6)

(7)

(8)

9)

(10)

(a) the name of the originator;

(b) the originator's account number or a uniquenerfice number if there is
no account number; and

(c) the originator’s identification card numberautdress.

For cross-border wire transfers, including batansfers and transactions
using a credit or debit card to effect a funds gfen the ordering financial

institution shall be required to include full omgitor information in the

message or payment form accompanying the wire fagnexcept in the

circumstances provided in this Regulation for batahsfers.

For domestic wire transfers, including trarigers using a credit or debit card
as a payment system to effect a money transfer,otdering financial
institution shall include either:

(@) full originator information in the message orayment form
accompanying the wire transfer; or

(b) only the originator's account number or, whe@ account number
exists, a unique identifier, within the messagpayment form.

Sub-regulation (4)(b) may be used only if fotlginator information can be
made available to the beneficiary, financial ingiitn and the Transaction
Reporting Authority within three business daysexfaiving a request.

If a cross-border wire transfer is containethimi a batch transfer and is sent
by a financial institution, it may be treated asdamestic wire transfer
provided the requirements for domestic wire trarssége met.

The financial institution shall ensure that srontine transactions are not
batched where this would increase the risk of mdaewdering or terrorist
financing.

Each intermediary in the payment chain shalintagn all the required
originator information with the accompanying wirartsfer.

(@) Financial institutions may apply to the Agaction Reporting Authority
for authorisation to exempt wire transfers belowOCKB from the
requirements of sub-regulations (3) and (4).

(b) Permission may be granted by the TransactiopoRi@g Authority
only if the financial institution presents a proaesithat complies with
this Regulation.

(@) Beneficiary financial institutions shalbentify and handle wire
transfers that are not accompanied by completenatigr information
on the basis of perceived risk of money launderangl terrorist
financing.

(b)  Procedures to address these cases shall inttledenancial institution
first requesting the missing originator informatitoom the financial
institution that sent the wire transfer.
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Regulation 18

(c)

(d)
(€)
(f)

If the missing information is not forthcominte financial institution
shall consider whether, in all the circumstancdse tibsence of
complete originator information creates or contidsuto suspicion
about the wire transfer or a related transaction.

If the wire transfer is deemed to be suspicidlisn it shall be reported
to the Transaction Reporting Authority under P¥(rt |

In addition, the financial institution may deeinot to accept the wire
transfer.

In appropriate circumstances, beneficiary ficiah institutions shall
consider restricting or terminating business refeghips with financial
institutions that do not comply with this Regulatio

18 Cross Border Correspondent Banking

(1)

(2)

3)

For the purposes of this Regulation “corresgmmdbanking” means the
provision by one bank to another bank of credipasét, collection, clearing
or payment services.

(@)
(b)

(c)

(d)

(e)

(f)

Banks shall develop and implement polieird procedures concerning
correspondent banking.

In order to provide correspondent banking s&wj a bank shall first
assess the respondent’s controls against monegdeang and terrorist
financing and determine that they are adequatetiactive.

Banks shall gather sufficient information absespondent banks to
understand their business and determine from publavailable
information the reputation of the institution, gtyabf supervision, and
whether it has been subject to a money launderingeoorism
financing investigation or regulatory action.

A bank shall in general establish or continuecarrespondent
relationship with a foreign bank only if it is s&fted that the bank is
effectively supervised by the relevant authority.

A bank shall not establish or continue a cquweslent banking
relationship with a bank incorporated in a jurisidic in which the bank
has no presence and which is unaffiliated with guleged financial

group.
A bank shall not enter into a correspondent kioan relationship
without first seeking the prior approval of the fisaction Reporting
Authority.

The information to be collected under sub ragah (2)(c) may include, but
is not limited to:

(@)
(b)

details about the respondent bank’s management;
major business activities, where it is located;
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(4)

()

(6)

(€)
(d)

(e)
(@)

(b)

its money laundering and terrorist financingyantion efforts;

the system of bank regulation and supervisiothé respondent bank’s
country; and

purpose of the account.

A bank shall pay particular attention wheaintaining a correspondent
banking relationship with banks incorporated ingdictions that do not
meet international standards for the preventiormohey laundering
and terrorist financing.

Enhanced due diligence will generally be reegliin such cases,
including obtaining details of the beneficial owstgip of such banks
and more extensive information about their poli@es procedures to
prevent money laundering and terrorist financing.

A bank shall develop and implement policies anocedures concerning the
ongoing monitoring of activities conducted throughich correspondent
accounts.

(@)

(b)

Particular care shall also be exercisedratibe bank’'s respondent
allows direct use of the correspondent account Higd tparties to
transact business on their own behalf.

A bank shall be satisfied that the respondemkbhas performed the
customer due diligence required in the Regulatfonshose customers
that have direct access to the accounts of thesgpondent, and that the
respondent is able to provide relevant customerntifiteation
information on request of the correspondent.

PART Il - RECORD KEEPING AND RETENTION

19 Transaction Records

(1)

(2)

®3)

(@)

(b)

Financial institutions shall ensure that akcessary records on
transactions, both domestic and international,ratained for at least
seven years following completion of the transaction longer if
requested by a competent authority in specific £as®l upon proper
authority.

This requirement applies regardless of whetheraccount or business
relationship is ongoing or has been terminated.

Transaction records shall be sufficient to pemeconstruction of individual
transactions so as to provide, if necessary, euileior prosecution of
criminal activity.

A transaction record shall include:
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(@) customer's and beneficiary’s name, addressotber identifying
information normally recorded by the intermediary;

(b) the nature and date of the transaction;
(c) the type and amount of currency involved; and

(d) the type and identifying number of any accoimiolved in the
transaction.

20 Other Records and Data

(1) Financial institutions shall ensure that allcessary records on the
identification data, account files and businessrespondence for at least
seven years are kept, following the terminationanfaccount or business
relationship, or longer if requested by a competanhority in specific cases
upon proper authority.

(2)  All customer and transaction records and inftiom shall be made available
on a timely basis to the Transaction Reporting Atitih and other domestic
competent authorities upon request by the apprepaiathority.

PART IV — SUSPICIOUS TRANSACTION REPORTS

21 Reporting Suspicious Funds or Transactions

(1) Financial institutions shall report to the Tsantion Reporting Authority
when the entity suspects or has reasonable graarsispect that funds are:

(@) related to money laundering, terrorist finaggia serious offence or the
proceeds of a criminal offence including tax matter

(b) linked or related to, or to be used for tesorj terrorist acts, by an
individual terrorist, terrorist organizations orr&ist financing;

(2) (a) All suspicious funds and transactions,udeoig attempted transactions,
shall be reported.

(b)  The requirement to report is not otherwise tadi

(3) Suspicious Transaction Reports shall:

(&) be submitted as soon as possible but no laser three working days
after forming that suspicion and wherever possiblefore the
transaction is carried out; and

(b) contain all relevant information concerning faads or transaction in
accordance with the Schedule to these Regulations.
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(4)

(@) Financial institutions shall pay speciaéation to all complex, unusual,
large transactions, or unusual pattern of tranzastithat have no
visible economic or lawful purpose.

(b) Financial institutions may examine as far assgae the background
and purpose of such transactions and set forthfihdings in writing.

(c) Financial institutions shall keep such findirsysilable for examination
by the Transaction Reporting Authority, auditorsydaany other
competent authorities, for a minimum of seven years

(d) Insuch cases, financial institutions shalledaiine if they should file a
suspicious transaction report.

22 Prohibition on Tipping Off

Financial institutions, their directors, officersxda employees, permanent and
temporary, shall not disclose that a Suspiciousngaeation Report or related
information is being reported or provided to thadsaction Reporting Authority.

23  Currency Transaction Reporting

(1)

)

®3)

Every financial institution shall obtain theqeesite information and file with
the Transaction Reporting Authority reports of gactions in currency to the
extent and in the manner herein required.

For the purposes of obtaining, information aggorting under this regulation,
a transaction in currency is:

(@) a deposit, withdrawal, exchange of currency,otiter payment or
transfer;

(b) involving currency of any country of a valueegter than $10,000:
() inasingle transaction; or

(i)  in multiple transactions taken by or on behaflfa single person
within a 24 hour period when aggregated.

Prior to concluding any transaction in curremtlyfinancial institutions shall
obtain and verify the following information:

(a) the name, address, citizenship/residency statsal security number
or passport number and occupation/business or ipahactivity of
each person conducting or involved in a transaatioon whose behalf
a transaction is conducted;

(b) the nature and date of the transaction;
(c) the type and identification numbers of all aguts involved,;
(d) the type and amount of currency involved; and
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(4)

()

(6)

(7)

(8)

(9)

(e) names of officers, employees and agents andauetused to verify the
information required by this sub-regulation.

Financial institutions shall satisfy the regmrent to verify information under
sub-regulation (3) by obtaining from and examining:

(@) from individuals, original official unexpiredoduments bearing a
photograph or reasonable alternative;

(b) articles of incorporation, charters, or thequealents, or any other
official documentation establishing that it has roésawfully registered
and is in existence at the time of identificatior avhich delineates the
powers of their legal representatives; and

(c) the appropriate documentation for all persarismg, or appearing to act
in a representative capacity including all the lhereies.

Financial institutions shall comply with thdléwing procedures:

(@) information regarding transactions in currenoy otherwise exempted
pursuant to sub-regulations (7), (8) and (9) shml reported by
completing a Currency Transaction Report form (CpRjsuant to the
CTR’s instructions, and collecting and maintainirgupporting
documentation as required by sub-regulation (3);

(b) the CTR shall be filed with the Transaction Bapg Authority, as
indicated in the instructions to the CTR; and

(c) the CTR shall be filed no later than ten (1@yking days after the date
of transaction in currency.

A financial institution shall maintain a copy ofyfe@TR filed and the original
or a microfilm, electronic or other copy or reprotlan, or business record
equivalent of any supporting documentation of a GdRa period of seven
years from the date of filing the CTR. Supportoshgcumentation shall be
identified, and maintained by the financial indiitn as such, and shall be
deemed to have been filed with the CTR. A finankiatitution shall make all
supporting documentation available to the TransacReporting Authority
and any appropriate law enforcement agencies Lgrest.

A transaction to which a financial institutids a party is eligible for
exemption if:

(@) the other party to the transaction is a govemtmagency of the
Kingdom; and

(b) the amount of currency involved in the transactdoes not exceed an
amount that is reasonably commensurate with thdulatwsiness
activities of that agency.

A transaction is eligible for exemption if thansaction is between a financial
institution and another financial institution.

A transaction is also eligible for exemption if
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(10)

(11)

(12)

(@
(b)

(©)
(d)
(e)

(f)
(9)

the transaction is between a financial ingttuand another person (in
this sub-regulation called the “customer”);

the customer has had, at the time when thesdciion takes place, an
account verified pursuant to sub-regulation (3)tle# Act with the
financial institution for one year;

the transaction consists of a deposit intoaowithdrawal from, an
account maintained by the customer with the fir@rostitution;

the transaction does not involve any party esenting anyone in a
representative capacity;

the customer carries on a commercial enterpdeer than business
that includes the selling of vehicles, vesselscrait, real estate
brokerage, mobile home dealers, accountants, lawyeoctors,
pawnbrokers, insurance companies, trade unionsaagtibneers;

the account is maintained for the purposesaf business; and

the amount of currency involved in the transectdoes not exceed an
amount that is reasonably commensurate with theulatwsiness
activities of the customer.

A record of each exemption granted under thgpulation and the reason
therefore shall be kept by a financial institutioran exemption registry.

For an exempted transaction between a finhimgtitution and a government
agency of Tonga under sub-regulations (7)(a) ahdtlile exemption registry
shall include the reason for the exemption anchhees and addresses of the
financial institution or cash dealer and governmagencies involved in the
transaction.

For exempted transactions between a finamasitution and a customer, as
defined in this regulation, the exemption registhall include the following

information:
(@) the reason for exemption;
(b) the customer's name, business or residentiadresd, and his
occupation, business or principal activity;
(c) a statement whether the exemption covers desposithdrawals or
both;
(d) asigned statement by the customer that sfa¢ef®llowing:
() the party believes that the transaction isikléyfor exemption
under sub-regulation 9(g); and
(i)  the information provided by the party to thesiitution in relation
to the transaction is, to the best of his knowledgeé belief, true
and correct;
(e) the name and title of the person making theisget to grant the

exemption; and
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() any other information mandated by the TrangactiReporting
Authority.

(13) An exemption can apply to a class of transasti between a financial
institution and eligible parties designated unddy-segulation (9). For class
transactions, the exemption registry shall alsdubhe, in addition to the
requirements of sub-regulation (12), the following:

(@) the range of the amounts of currency involved the class of
transactions;

(b)  the range amount of the class of transactions;
(c) the period during which the class of transardtiis to be exempt; and

(d) any other information mandated by the TransactiReporting
Authority.

(14) Financial institutions or cash dealers shalhitor the exemptions they have
granted on a continual basis. A change in circunggts may warrant removal
from the registry or require amending the exemptemord in the registry. In
addition to monitoring, each financial institutishall commission an annual
review of its exemption registry. A financial irtstion shall contact each
customer who has an exemption to determine whétleee is a change in the
customer’s situation since the last date of review.

(15) The Transaction Reporting Authority shall hawe right to review the
exemption registry at any time.

(16) The Transaction Reporting Authority may, bypmapriate order, direct the
deletion of any exemption.

PART V — INTERNAL PROCEDURES, POLICIES AND
CONTROLS

24 Internal Procedures, Policies and Controls

(1) (a) Financial institutions shall adopt and iempknt internal procedures,
policies, and controls to ensure compliance with Regulation.

(b) At a minimum, this shall include managementaagements to
implement the regulations, including the desigmatid a compliance
officer at the management level.

(c) The compliance officer and other appropriatEfsshall have timely
access to customer identification data and otheb Gbformation,
transaction records, and other relevant information
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)

(d) The compliance officer shall have the authotiiyact independently
and to report to senior management above the cangdiofficer's next
reporting level or the board of directors or eqlewé body.

Financial institutions shall:

(@) acquaint themselves with relevant information tbe prevention of
money laundering and terrorist financing;

(b)  maintain an adequately resourced and indepé¢mdeiit function to test
compliance (including sample testing) with thesecpdures, policies
and controls;

(c) establish ongoing employee training to enshat ¢mployees are kept
informed of new developments, including informatiam current
money laundering and terrorist financing technique®thods and
trends and that there is a clear explanation ofasfiects of money
laundering and terrorist financing laws and obiigas, and in
particular, requirements concerning CDD and suspgitransaction
reporting; and

(d) establish screening procedures to ensure apgr®pstandards when
hiring employees.

25 Non face-to-face transactions and new technologi  es

Financial Institutions shall have policies in plaaed take such measures as are
needed to prevent the misuse of technological dpwatnts in money laundering or
terrorist financing schemes

26 Branches and subsidiaries

(1)

(2)

®3)

Financial institutions shall ensure that tHeneign branches and subsidiaries
observe anti-money laundering and counter finanoihterrorism measures
consistent with the requirements in the Kingdom atite FATF
Recommendations.

Financial institutions shall pay particular emfion to this principle with
respect to branches and subsidiaries in countnigsdo not or insufficiently
apply the FATF Recommendations.

Where the minimum anti-money laundering and nteu financing of
terrorism requirements of the Kingdom and the losintry differ, branches
and subsidiaries in host countries shall applyhiigber standard to the extent
that the host country laws and regulations permit.
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(4) Financial institutions shall inform the TranBas Reporting Authority when
a foreign branch or subsidiary is unable to obsepropriate anti-money
laundering and counter financing of terrorism meesubecause this is
prohibited by host country laws, regulations oreotimeasures.

Made at Nukualofa this #0day of October 2010.

Attorney General
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PART A: DELAYED VERIFICATION

1 Examples of situations where it may be essentalto interrupt the course of the
normal conduct of business are:

)
(b)
(©)

non face-to-face business;
securities transactions; and

life insurance in relation to identification cdanerification of the beneficiary
under the policy, which may take place after theimess relationship with the
policy holder is established, but in all such caseentification and
verification shall occur at or before the time afyput or the time when the
beneficiary intends to exercise vested rights utitepolicy.

PART B: ENHANCED CDD FOR HIGHER RISK CUSTOMERS

2 Relevant factors in determining if a customdrigher risk include if the person is:

@)
(b)

(©)

(d)
(e)

(f)

@
(h)
(i)
@)

establishing customer relations other thane'fiacface”;

a non-resident, or if the nationality, curreesidency, and previous residency
of the person suggests greater risk of money laumgler terrorist financing;

connected with jurisdictions that lack prop&ansiards in the prevention of
money laundering or terrorist financing;

a politically exposed person or linked to aitprlly exposed person;

a high net worth individual, especially if the patial customer is a private
banking customer or the source of funds is unclear;

engaged in a business that is particularly sudgepiio money laundering or
terrorism financing;

a legal person or arrangement that is a personat helding vehicle;

a legal person or arrangement whose ownershiptstaucs complex for no
good reason;

a company with nominee shareholders or sharesarebéorm; and
higher risk for other reasons based on relevaotnmétion.

3 Non-face to face transactions include but ardimited to:

@

business relationships concluded over the intesnély other means such as

through the post;
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(b) services and transactions over the internet inotpdiading in securities by
retail investors over the internet or other intéix@gccomputer services;

(c) use of Automated Teller Machines;
(d) telephone banking;

(e) transmission of instructions or applications viasieile or similar means;
and

()  making payments and receiving cash withdrawalsaas qf electronic point
of sale transaction using prepaid or re-loadabkecoount-linked value cards.

4 Enhanced CDD procedures for non-face to face tcdioss may include:
(@) certification of documents presented;

(b) requisition of additional documents to complentbote that are required for
face to face customers; and

(c) development of independent contact with the custome

5 Procedures for determining who is a politicakpesed persons may include:
(@) seeking relevant information from the potentizgtomer;
(b) referring to publicly available information; @n

(c) making access to commercial electronic databaxdepolitically exposed
persons.

6 In applying enhanced CDD, financial institutiostsall take care not to engage in
unlawful discrimination on the basis of race, colaaligion, or national origin.

PART C: SIMPLIFIED CDD FOR LOWER RISK CUSTOMERS

7 Examples of customers, transactions, or produttiere the risk may be lower
include:

(@) other financial institutions;

(b) non-resident financial institutions that ardjsat to adequate regulation and
supervision as limited by Regulation 16;

(c) public companies, other legal persons or legahngements quoted on an
exchange regulated by the Transaction Reportingh@kity, and certain
public companies quoted on a foreign exchange &pgdréor this purpose by
the Transaction Reporting Authority that is subjertadequate supervision
and providing the company is subject to adequatpilaéory disclosure
requirements;

(d) domestic government administrations or enterprisex] certain foreign
government administrations or enterprises;
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(e)

(f)

(9)

(h)

(i)

(b)

life insurance policies where the annual premiumasnore than $1,000 or a
single premium of no more than $2,500;

insurance policies for pension schemes if thermisurrender clause and the
policy cannot be used as collateral;

pension, superannuation, or similar scheme thatighgs retirement benefits
to employees, where contributions are made byafaleduction from wages
and the scheme rules do not permit the assignnfeatrmember’s interest
under the scheme;

beneficial owners of non-resident pooled accoymisyided they are subject
to adequate regulation and supervision; and

small scale accounts and micro-credit accounts asthannual turnover of
under $200.

Non-resident and foreign entities described(b), (c), (d), and (h) may only
qualify for reduced CDD if they are located in arigdiction that is
implementing effectively the FATF 40 and FATF 9.

In making this determination, financial institins shall take into account the
information available on whether these countriesqadtely apply the FATF
40 and FATF 9, including by examining the approvVist provided by the
Transaction Reporting Authority and reports, assess, and reviews
published by FATF, International Monetary Fund, afidorld Bank
publications.

9 Simplified CDD measures are not acceptable whemev customer has been
identified by the Transaction Reporting Authoriy ron-complying with the FATF
40 and FATF 9, or for which the financial instituti has independent credible
reason to believe customers are not complying thighFATF 40 and FATF 9, or for
any reason that there is suspicion of money laumgleor terrorist financing or
specific higher risk scenarios apply.
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